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Abstract: The  level  of  information  technologies  development  in 
modern  banks  represents  an  essential  factor  in  maintenance  and 
consolidation of the position on the market. In this respect all Moldovan 
banks develop risk management policies with regard to banking IT’s and 
e-products and services, which they consider as the main part of banking 
innovations at the moment. 
The  purpose  of  this  article  is  to  analyze  each  innovation 
(Information  Security  Services,  Business  Systems  Controls,  Business 
Continuity  Management,  IT  Outsourcing,  Information  Systems 
Governance,  IT  Performance,  Project  Risk  Management,  IT  Internal 
Audit)  in  terms  of  risks  and  benefits  when  these  risks  are  managed 
properly.
By analyzing the innovations Moldovan banks have implemented 
in  the  last  10  years,  like  ATMs,  different  types  of  banking  cards, 
international  transfer  systems,  performing  banking  software,  e-services 
and many other, we may confident state that no matter how much risk 
they  inherit,  banks  still  consider  them  the  road  to  profitability  and 
leadership. 
Nowadays, the level of information technologies development in 
modern  banks  represents  an  essential  factor  in  maintenance  and 
consolidation of the position on the market. The volume of information 
exchange and current requirements for the speed of transactions has made 
implementation  and  development  of  high  information  technologies  a 
primary  necessity.  In  this  respect  all  Moldovan  banks  develop  risk 
management  policies  with  regard  to  banking  IT’s  and  e-products  and 
services, which they consider as the main part of banking innovations at 
the moment.Nr. 4(41)/2008
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The  errors  of  conception  or  fulfillment,  slow  implementation 
process of technologies, poor new systems management represent more 
and more important risks that have a direct influence upon the banking 
services’ quality and profitability. The Moldovan banks usually deal with 
the  following  risk  aspects  regarding  new  software,  new  products  and 
services, innovations:
-The  first  aspect  comprises  the  category  of  risks  related  to  the  IT 
knowledge. It represents the possibility of some errors in computing the 
banking programs and it is also called the risk of logical security. The 
exposure to this aspect of risk can be huge and difficult to measure. It can 
be calculated only in the terms of new IT development cost in order to 
derive an efficient system or it can be estimated indirectly as the losses 
due to an inadequate services and products management.
-The  second  one  is  related  to  the  difficulty  of  systems’  applications 
functioning. It is also called system risk and affects both, the traditional 
data base management and information actualization. The potential loss
equals  to  funds’  decreases  or  medium  instead  of  maximum  attained 
profitability.
-The  third  aspect  regards  telecommunications.  It  is  concerning  to  the 
probability  of  sending  information  over  the  phone,  telex,  mail  that 
contains mistakes, losses or misleading parts. An error in destination, a 
wrong interpretation of the information received from the client, as well as 
illegal use of a banking channel may lead to important losses for the bank 
that can not be calculated in fix terms as the up mentioned risk aspects, 
too. 
One another major  problem represent  the personnel knowledge 
with  regard to  new  software or a  new  product/ service  characteristics. 
Usually  the  banking  personnel  are  familiarized  earlier  with  the  new 
banking system; the  bank organizes  special trainings. Moldovan banks 
very  often  meet  a  holdup  in  this  case,  because  trainings  encompass 
additional costs. Sometimes by saving on personnel trainings, Moldovan 
banks experience higher costs in comparison with the initial ones. More 
than that, when a new soft is implemented, the old one is not removed 
immediately. The employees must perform the operations in 2 systems 
concomitantly  for  a  period  till  the  old  one  is  replaced.  This  takes 
additional effort, time and diminishes the efficiency and productivity of 
services provided. 
Banks can exposure themselves to a major risk if they develop an 
inadequate strategy. Some of them take up costly projects without having Revista Economică
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a  real  capacity  of  financing  them.  A  new  product/  service  imply  a 
marketing strategy, which comprises design, launch and implementation 
stages. Thus it is very important to choose for each stage the best time.  
When  we  talk  about  managing  the  bank  risks  is  critical  to 
understand that one risk derives another one, that is why banks should  be 
aware that innovations bring up new aspects most of the  times unknown 
and  unpredictable  for  the  bank  that  raise  new  risks.  Even  if  a  bank 
survives major losses due to a wrong strategy, the bank’s credibility is 
affected directly, fact that will result in a weaker authority among other 
financial institutions, which will take a negative effect on the cost of the 
capital the bank will attract in the future.  
With banks constantly extending their use of technology into new 
areas  to  derive  and  provide  strategic  benefits,  the  world  is  getting 
increasingly interconnected. Information is now centralized and we see 
Moldovan banks, too pushed to the edge of the networks. In order to race 
to  the  market,  security  for  and  controls  over  such  critical  information 
tends  to  get  overlooked.  This  translates  into  issues  related  to 
confidentiality, integrity and availability of information - key controls in 
the  information  economy.  Effective  information  risk  management 
therefore assumes critical importance and provides competitive advantage. 
Use of information technology by banks is fraught with risk. By 
applying a multi-disciplinary approach to projects and formulate a more 
comprehensive  and  effective  strategy,  Moldovan  banks  should  pay 
attention to: Information Security Services, Business Systems Controls, 
Business  Continuity  Management,  IT  Outsourcing,  Information 
Systems  Governance, IT  Performance,  Project  Risk Management, IT 
Internal Audit.
The purpose of this article is to analyze each of them in terms of 
risks and benefits when these risks are managed properly.
INFORMATION SECURITY SERVICES 
Security  failures  can  cost  dearly,  either  directly  through  lost 
business, loss of goods or services and costs of recovery  or  indirectly 
through  damage  to  reputation.  Significant  risk accompanies  the 
opportunities that e-businesses offer. Information and information systems 
are exposed to theft and attack anywhere. To retain competitive advantage 
and meet basic business requirements, banks must: enhance integrity and 
reliability of the information  held on their computer  systems; preserve 
both privacy of customer information and confidentiality of data; enhance 
availability of their information systems.Nr. 4(41)/2008
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However, technology is only one element of any security solution. 
An effective approach needs to involve people to make them work and 
processes to foster consistent and effective operations:
• Security assessment through risk analysis including: information threat 
and impact analysis, identification of vulnerabilities, security architecture 
assessment,  evaluation  of  controls  and  gap  analysis  to  identify  areas 
where risks outweigh controls. 
• Design of the bank security architecture to address the gap identified 
during the assessment phase. 
•  Implementation  of  security  strategies  and  its  integration  within  the 
business 
• Monitoring of incidents, measurement of security key performance, and 
periodic audit to enhance the effectiveness of the security strategies. 
Bank’s benefits:
- increasing revenue by securely harnessing the commercial potential of 
information technology; 
- reducing overall cost by getting information security right the first time;
- reducing the number of costly incidents to recover from; 
- lowering the risk of damage to reputation.
BANKS SYSTEMS CONTROLS 
In  an  era  of  e-commerce  and  the  Internet,  organizations  face 
issues  of  internal  systems  and  development  of  efficient,  automated 
controls  and  processes.  Competition  has  left  many  our  banks  with  a 
combination of several IT systems to  support their business processes. 
Downsizing  and  outsourcing  have  broken  down  traditional  business 
controls. 
Business  System  Controls  covers  the  audit,  risk,  control  and 
security aspects of any IT system supporting a bank's business processes. 
Generic tools: 
•  Business  Process  Analysis  - risk-based  approach  to  evaluation  and 
design of systematic controls over business processes. 
•  Systems  Integration  Controls  - addresses  the  full  implementation 
lifecycle  for  controls  from  review  and  evaluation  through  design, 
implementation and on-going monitoring. 
Bank’s benefits:
- efficient control procedures, which cost less to operate and reduce the 
costs of error correction; 
- reduced risk of value destruction through control failure;
- increased benefit in integrated systems;Revista Economică
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- systems and processes to enable information technology opportunities.
BUSINESS CONTINUITY MANAGEMENT 
Banks  and  business  partners  must  provide  fault-free, 
instantaneous  service  100  per  cent  of  the  time.  These  more  exacting 
customer  requirements  have  firmly  positioned  high  availability  as  a 
critical success factor for any business. It is a key competitive benchmark 
for all banks and other financial organizations with an online channel to 
market,  or  with  high  dependence  on  information  technology.  This  is 
creating  a  widening  gap  between  banks’  business  and  market 
requirements,  reducing  the  ability  of  traditional  approaches  to  deliver 
these new requirements. Assuring high levels of information and service 
availability  must  become  a  key  design  objective  for  any  bank  of  the 
Moldovan system. 
Bank’s benefits:
- reduced overall cost of downtime;
- improved business continuance environment; 
- enhanced service level management;
- effective disaster recovery and crisis management programs; 
- protected profits, revenues, and shareholder value.
IT OUTSOURCING 
Competition and increasing pressure from shareholders focus on 
core business issues improve customer satisfaction and reduce information 
costs driving many banks to re-evaluate sourcing options. Emphasizing on 
core competencies while leveraging increasingly, commoditized services 
such  as  call  centers,  systems  development  and  IT  operations  can  also 
increase the focus and sharpen the competitive edge of the bank. 
Moldovan  banks  should  evaluate  their  sourcing  approach, 
establish  sourcing  strategies  with  controls  over  implementation  and 
management  to  facilitate  selection  between  the  numerous  sourcing 
alternatives  and increase  the  benefits  that  can  be  realized  from shared 
services, outsourcing and multi vendor arrangements. 
We provide four broad categories of services depending on the bank’s 
needs: 
• Sourcing Advisory: provides assistance with sourcing approach, vendor 
evaluation, negotiation and transition management, for potential sourcing 
service partners. 
• Sourcing Assessment: helps clients review and assess current sourcing 
arrangements  - includes:  requirements  reviews  and  due  diligence  and 
controls assessment. Nr. 4(41)/2008
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•  Sourcing  Financial  Management:  provides  cost  analysis  and  billing 
practice  reviews  and  analysis  to  help  clients  realize  the  benefits  of 
sourcing arrangements. 
•  Sourcing  Performance  Management:  assists  clients  with  contract 
compliance  and  service  level  management  reviews  to  help  determine 
whether the planned value is being delivered. 
Bank’s benefits: 
-identification  and  elimination  of  inadequacies  in  agreements  with 
external service providers, therefore enabling the benefits of outsourcing 
to  be  better  realized. These  may  include:  improving  customer  service; 
reducing  management  effort;  improved  flexibility  to  meet  current  and 
future  business  needs;  avoiding  lock-in  to  inadequate  agreements  on 
renewal of contracts; compliance with regulatory requirements.
INFORMATION SYSTEMS (IS) GOVERNANCE 
Effective IS Governance  helps  ensure business systems  deliver 
value to banks. It also assists in managing the unique risks inherent in 
technology through appropriate corporate governance. IS Governance also 
facilitates  use  of  technology  to  support  organizations  meet  their 
compliance obligations. 
REVIEWING  ALIGNMENT  OF  IT AND  BUSINESS 
STRATEGIES 
Moldovan  banks  must  focus  on  review  and  re-development  of 
their IT strategies. The recommendations are to align the IT strategic plans 
to the business by clearly demonstrating the role of IT in meeting business 
objectives, including: 
 'Where  are  you  now?' - An  overview  of  the  current  IT 
environment examined against the strategic direction in order to 
bridge the gap. 
 'Where are you going?' - Confirmation of the strategic direction 
of the organizations and the link to IT strategy. 
 'How do you get there?' - Strategies to bridge the gap including a 
portfolio  of  prioritized  projects,  indicative  budget  for  projects, 
benefits, timeframes and risk management. 
Understanding the potential value of  IT is contributing to bank’s 
effectiveness,  in  the  implementation  of  IT  strategies  that  enhance 
shareholder value and government in a better use of the bank’s funds. 
Bank’s benefits:
- helping clients ensure that IT is delivering value; Revista Economică
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- ensuring that IT is able to support business strategies;
- strengthening  internal  IT  controls  to  support  overall  corporate 
governance frameworks.
ELECTRONIC BUSINESS RISK MANAGEMENT SERVICES 
E-business continues to change "the shape of bank, the speed of 
action, the nature of leadership", along with the risks and opportunities 
banks  face.  As  a  result,  every  organization  needs  to  ensure  effective 
business controls to sustain a profitable position. 
Moldovan banks develop a comprehensive suite of methodologies 
designed  specifically  to  provide  an  end-to-end  risk  management 
framework to businesses on the Internet in the following ways: 
-helping  e-businesses  in  evaluating  and  strengthening  the  controls 
established  in  identifying  and  managing  the  risks  during  the  strategic 
decision making process 
-assessing  the  robustness  of  business  processes  in  handling  ever-
increasing loads in a consistent manner, with assured end results
-evaluating the consistence of web presence with the organizational image 
and providing good practices to enhance visibility 
-enhancing  reliability,  availability,  and  consistency  of  systems 
performance  in  meeting  the  business  requirements  and  improve  the 
customer's experience 
-providing an ongoing service to secure the web presence against ever 
increasing and innovating external and internal elements of threat
An Electronic Business Risk Management Review identifies the 
capabilities  developed  by  an  e-business  is  developing  a  controls 
framework and the progress achieved in implementing them. 
IT PERFORMANCE 
Successful professionals need to focus on bottom-line results by 
maximizing  business  performance,  minimizing  operational  risk,  and 
gaining  control  over  IT  systems  and  processes.  Optimizing  the 
effectiveness  and  efficiency  of  people,  processes,  and  technologies  is 
critical for the survival and success of the bank. 
Moldovan  banks  systematically  strive  for  excellence  by  benchmarking 
themselves against established 'good practices'. They align their strategies 
from  top  to  bottom,  view  their  IT  infrastructure  as  a  mission  critical 
business enabler, consider their IT group as a business partner, and satisfy 
their customers. 
Bank benefits: 
- improved overall business performance Nr. 4(41)/2008
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- efficient business systems and processes 
- better understanding of the underlying controls 
- reduced risks associated with IT 
- effective utilization of organizational assets
PROJECT RISK MANAGEMENT 
Technological advances fuel  the  speed  at  which the  Moldovan 
banking  system  environment  transitions  and  develops.  To  survive  and 
prosper,  an  organization  must  seize  new  technology  opportunities  that 
benefit the business. These include, among others, developing new routes 
to market, improving customer information or streamlining key business 
processes. However, the risks associated with such projects are complex 
and difficult to manage; and the cost of failure huge. 
Banks  take  appropriate  and  timely  project  action  to  avoid 
expensive  delays  and  failure.  Their  goals  are  aimed  at  reviewing  the 
progress, organization and management of projects, selecting packaged 
software and improving data integrity. 
Bank benefits: 
-objective assessment of the effectiveness of project management controls 
providing assurance to senior management and/ or external parties
-proactive advice on enhancing processes and controls to mitigate project 
risks,  increase  the  likelihood  of  the  project  meeting  its  objectives  and 
reducing costs to the business (these include -unquantifiable costs such as 
a tarnished image, frustration, poor staff morale and wasted time) 
-independent  and  objective  assessment  of  the  process  for  selecting 
packaged software
-experience to analyze and clean data as well as advice on the controls 
required, if management is to place reliance on data 
IT INTERNAL AUDIT 
Technology is not just a tool to support bank’s functions: instead 
it  is  creating  new  needs,  products,  organizational  structures  and  even 
business  models.  Banks  that  excel  in  exploiting  IT  and  Internet 
technology gain significant competitive advantage. 
These advances present a huge challenge to the Internal Audit function in 
providing effective assurance and advice over the risks and controls in this 
rapidly changing environment. 
IT Internal Audit can be provided as part of a full internal audit 
co-sourcing or outsourcing arrangement, or as a stand-alone service. Our 
banks tend to highly experienced staff and a range of professionals having Revista Economică
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in  depth  knowledge  of  Internet  security,  business  application  controls, 
project risk, and business continuity. 
Bank’s benefits:  
-updated technical knowledge and the business experience required for 
this function 
-strengthened IT internal controls environment and thus, a stronger overall 
corporate governance framework 
-identification  and  management  of  financial  and  operational  risks 
embedded in business systems
As an example of how Moldovan banks manage these types of 
risks  we  bring  into  discussion  the  Moldova  Agroindbank’s  risk 
management policy. In order to minimize them, the bank administrates the 
risks  related  to  the  environment  of  data  e-processing:  the  risk  of
information confidentiality, the risk of information integrity, the risk of 
continuity functionality of the basic components, the risk of security of the 
functioning environment.
The banking IT’s risk management is performed through:
-Elaboration, systematical  actualization and  practical  application of  the 
bank’s Continuity Business Plan;
-Periodically analysis of the IT risks with the application of the accepted 
international methodologies;
-Systematic control of the information security with regard to the bank’s 
employees  and  third  parts  that  perform  to  the  bank  IT  outsourcing 
services;
-Identification  of  the  intern  information  sources  with  regard  to  the 
operational losses  events, thus  to  be  included in  the data  base  for  the 
measurement and monitoring risks facilitation;
-Use  of  licensed  antivirus  programs,  limited  access  to  the  information 
both, at technical and program levels, use of more levels of protection; 
-Passing  in  real  terms  of  the  bank’s  management  to  the  International 
Standards of Information Security BS 7799/ISO177;
Also the bank develops and applies the necessary procedures and 
mechanisms,  including  reserves  and  measures  of  recovery  in  cases  of 
disasters;  systematical  modernization  and  accessibility  and  reliability 
insurance  of  the  bank’s  IT;  implementation  of  specific  processes  in 
accordance  to  the  International  Standards  like  COBIT,  for  example 
(Control Objectives Information Technology).Nr. 4(41)/2008
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In conclusion, we may say that a sound risk management in which 
concerns  innovations  provides  a  higher  efficiency  and  productivity, 
increased  number  of  customers,  thus  better  services/  products,  an 
improved image on the financial market and consequently the leadership 
position.
Moldovan banks must develop their own strategy with regard to 
banking  innovations  in  accordance  with  their  needs  and  future 
expectations. By having a large experience in the back, the challenge for 
innovation implementation at present, the future of Moldovan banks can 
be drawn in bright colors of profitability and success in the picture of 
innovation. 
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